
e. Safeguards Policy Template
Description: The purpose of the safeguards policy is to provide patients and practice staff with information about how personal health information in the custodian’s custody or control is protected from theft or loss, unauthorized access to or use, disclosure, copying or modification of the information.

[Healthcare practice] uses a combination of policies, practices and technical or physical safeguards to protect the privacy and security of your personal health information.

Policy and Practice Safeguards
In addition to the privacy policy, retention schedule and complaint policy, [Healthcare practice] has the following policy and practice safeguards in place:

1. Written Agreements

[Healthcare practice] has written agreements with third parties who have access to or are using personal health information on behalf of the practice. The agreements include provisions to protect the privacy and confidentiality of personal health information and ensure the responsibilities of the parties for safeguarding the information are clear. Third parties may include:

· Companies or individuals that process, store, archive, transcribe or destroy personal health information on our behalf;
· Companies or individuals who may view personal health information in the course of providing information technology support or services;
· Companies or individuals who may accidentally view personal health information in the practice office, including the landlord, security and cleaning companies; and

· Researchers who may receive personal health information for research ethics board-approved research.

[Healthcare practice] requires its users of Electronic Medical Records or other computer systems containing personal health information to sign a Conditions of Use or Acceptable Use Agreement before being provided with access to the system.

2. Policy on Managing a Breach 

[Healthcare practice] has established a policy to identify and respond to breaches or suspected breaches of the privacy or security of personal health information. The Privacy Contact will coordinate the response to a breach.

Step 1 – Identify and Contain the Breach. Any physician, employee or agent who becomes aware of a suspected breach will take action to stop or contain an ongoing breach and shall notify the Privacy Contact immediately. The Privacy Contact will work with the physicians to retrieve copies of personal health information from unauthorized individuals or receive notification that the information has been destroyed.

Step 2 – Investigate the Breach. The Privacy Contact will coordinate the investigation of the circumstances of the breach, including:

· Engaging necessary expertise, other physicians within [Healthcare practice], or other custodians who are also accountable for the information and determine if there was a breach;

· Upon establishing that a breach occurred, determine if there are any gaps in policy, business practice and technical or physical safeguards that played a role in the breach;

· Identify any individuals who had unauthorized access to the personal health information;

· Document the breach using the Review Officer breach reporting form in this manual, if it is determined that patients will not be notified.

· Contact the police if the breach is a result of possible criminal activity.

· If appropriate, contact legal counsel or insurers.

Step 3 – Notify Patients. The Privacy Contact will assist physicians with notifying patients about the breach, if the physician believes on a reasonable basis that the information was stolen, lost or subject to unauthorized access, use, disclosure, copying or modification; and as a result, there is potential for harm or embarrassment to the patient(s). Patients may be notified by phone, mail or in person, as appropriate.

Step 4 – Prevent Future Breaches. After completing the investigation, the Privacy Contact should implement any recommendations for changes to policy, practices, or technical and physical safeguards to reduce the risk of a breach occurring again. If a regulated health professional was involved in the breach, the appropriate regulatory body should be notified. If a third party was involved in the breach, the third party agreement should be reviewed. [Health care practice] will cooperate fully in any investigation by the Review Officer into a breach of the privacy of personal health information.

3. Practices to Safeguard Personal Health Information

Paper Charts
[Healthcare practice] has implemented the following practices to protect personal health information in paper charts [include practices relevant to your clinic]:
a. Patient charts shall be kept securely to prevent access or viewing by unauthorized individuals.

b. Charts removed from storage will be tracked by inserting a record in the chart’s location that identified who has the record.

c. Charts no longer being used shall be returned to file storage as soon as possible.

d. Charts shall be stored in a locked area when the clinic is closed.

e. All charts and records shall be clearly labelled.

f. Charts that are removed from the clinic shall be recorded in a tracking system, including who removed the chart, the date and the purpose.

g. Staff shall confirm that charts transferred to another clinic arrived at their destination.

h. Staff must ensure that charts and other personal health information are not left unattended at fax machines or photocopiers. 

Electronic Medical Records and other Electronic Information Systems
[Healthcare practice] has technical safeguards in place to protect the privacy and security of personal health information held in electronic information systems, including EMRs. These safeguards include [include those relevant to your practice]:
a. All personal health information on portable devices in encrypted. Files containing personal health information in desktop computers are encrypted.

b. All computers are protected with passwords. Every user has a unique username and password that is not shared with anyone else.

c. Users are required to log off their session or lock the computer screen upon leaving a workstation.

d. Personal health information in electronic systems is protected by the use of firewalls, anti-virus software, and anti-malware software.

e. Software is kept up to-date and patches are applied as required.

f. Users connecting to the EMR server remotely use a Virtual Private Network (VPN).

g. User accounts are created and deleted promptly when a user requires access or access is terminated.

h. Users are provided with access based on their need to know information to perform their job duties.

i. User access is logged in a file on the electronic information system and audited. A record of user activity can be produced of a user’s access to a patient’s personal health information, in accordance with the requirements of PHIA and its regulations.

j. Electronic information systems containing personal health information are backed up regularly and stored securely off-site in an encrypted format. In case of a problem with a hard drive or server, the back-up information will be obtained and transferred to an operating hard drive or server.

Physical Safeguards
[Healthcare practice] has physical safeguards in place to protect the privacy and security of personal health information. These safeguards include [include those relevant to your practice]:

a. Access to the clinic building after hours is restricted to authorized personnel with [keys/swipe card].

b. An alarm system is in place.

c. Computer monitors, faxes, and photocopiers are located where unauthorized individuals cannot view any personal health information.

d. Charts and other personal health information are kept in a locked area or locked cabinets.

e. Portable devices, such as laptops, external hard drives, memory sticks, and CDs are stored in a secure location within the clinic. When these devices are removed from the clinic, they are not left unattended in meeting rooms, offices, vehicles, hospitals or other locations.

