f. Breach Letter Template to Patients
Description: The purpose of the breach letter is to inform patients when there has been a breach of their personal health information. The letter template must be customized to reflect the individual circumstances of each breach. If the patients are not notified, the custodian is required to notify the provincial Review Officer, and may use the form provided in section 2.a. of this document.
PHIA requires a physician who is a custodian to notify patients at the first reasonable opportunity of a breach of their personal health information, if the custodian reasonably believes that:

· The information was stolen, lost or subject to unauthorized access, use, disclosure copying or modification; and 

· As a result of the breach, there is potential for harm or embarrassment to the patient(s).

The letter should include the following, at a minimum:

· A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known;

· A description of the types of personal health information that were involved in the breach (e.g., name, date of birth, home address, account number, diagnosis, health card number, etc.);

· A brief description of what the custodian is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches; 

· Any steps the individual should take to protect themselves from potential harm resulting from the breach; and

· Contact information for patients to ask questions or learn additional information. 

If appropriate, the following information may be included:

· Recommendations that the individual monitor financial or other accounts;

· Information about steps the custodian is taking to retrieve the breached information, such as filing a police report (if a suspected theft of personal health information occurred); and

· Information about steps the custodian is taking to improve security to prevent future similar breaches.
[Clinic or custodian’s name and address]

[Date] 

[Patient Name and Address] 

Dear [Patient Name]: 

We are writing to you to because of an incident at [name of organization or clinic] on [date or approximate date].  The incident involving personal health information was [describe the type of breach and the circumstances].
The information includes: [list the types of information involved: For example, part/complete medical records dated between (state date range), full name, Health Card Number, date of birth, home address, account number, diagnosis, types of treatment information, include other information types].
The breach did not involve any [financial, credit card, or social insurance number] information.

[Name of responsible healthcare organization has taken OR will soon take] these steps to protect the personal health information in our care from further harm or similar circumstances: [Choose from or customize these examples or add your own]: 

· Initiated a security investigation;

· Filed a police report on [date];

· Address operational or technology updates or changes triggered by the incident to improve confidentiality, such as strengthening technology safeguards or administrative policies and/procedures.

As a precaution, you should verify and monitor your personal transaction statements from governments, financial institutions, businesses and any other institutions to detect any unusual activity.  If any suspicious activities are detected, you are advised to contact those organizations immediately. 

[Name of custodian or responsible healthcare organization] sincerely apologizes for the inconvenience and concern this incident causes you. Your information privacy is very important to us and we will continue to do everything we can to correct this situation and prevent it from happening again. 

You may contact us with questions and concerns in the following ways:

· By calling our Privacy Contact at [phone number]; 

· Sending an e-mail message to [xxxx@xxxx.org]; or

· Addressing a letter to our mailing address at [address]. 

Sincerely, 

[Name and title of an individual with knowledge of the incident]

